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2.5.5 KRMC Cloud Settings

You can enable or disable KRMC Cloud functionality through the Security Settings. Note: This section
does not apply to Enterprise Edition users or if you have already enabled KRMC Cloud.

To change your device’s KRMC functionality:

an
1. Click on the KDM icon Q located in the task bar and then select the Security Settings... option
from the popup menu.

Note: Linux users must right-click on the KDM icon in the task bar.

Explore Security Drive (E:)

Antivirus

Security Settings...
Language
Check for client updates

Connection Settings

Quick Start Guide
Defender User Manual
About

Unmount Kanguru Defender 3000

11:26 AM
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2. The ‘Password Settings’ window opens. Click on the KRMC Cloud Settings tab at the top of the
window to enter the ‘KRMC Cloud Settings’ window.

3. Enable or Disable KRMC Cloud by clicking on the appropriate radio button and then click on the
Apply button.

4. If you are choosing to enable KRMC Cloud, enter your KRMC Cloud Account ID and then click
on the Register button.
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2.5.6 Contact Info

You can change the contact info for the device owner at any time. To change the contact info:

£y
1. Click on the KDM icon Q located in the task bar and then select the Security Settings... option
from the popup menu.

Note: Linux users must right-click on the KDM icon in the task bar.

Explore Security Drive (E:)
Antivirus

Security Settings...
Language
Check for client updates

Connection Settings

Quick Start Guide
Defender User Manual
About

Unmount Kanguru Defender 3000
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2. The ‘Password Settings’ window opens. Click on the Contact Info tab at the top of the window to
enter the ‘Contact Info’ window.

3. Enter the appropriate contact information and then click on the Apply button.

Password Settings KRMC Cloud Settings Contact Info

Set Contact Information

Device Hame:

Employee ID:

Phone Number:

E-Mail:

Department:

4. Click on the OK button to close the window. The contact information is now updated.
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2.5.7 Changing Languages

KDM supports several languages. The KDM language is set to English by default.

To change the language:

-
1. Click on the KDM icon Q located in the task bar and then hover your cursor over the ‘Language’
option in the popup menu. A list of available languages appears.

Note: Linux users must right-click on the KDM icon in the task bar.

® English
Deutsch
Espafiol

Francais

2. Click on the desired language that you want KDM to be displayed in.

Antivirus

Security Settings...
Language
Check for client updates

Connection Settings

Quick Start Guide
Defender User Manual
About
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2.5.8 Connection Settings and Configuring a Proxy Server

If your computer uses a proxy server to access the internet and KDM is unable to determine your proxy
server’s address then you will need to enter the proxy server address, proxy type and credentials.

To configure your proxy serer settings:

£y
1. Click on the KDM icon Q located in the task bar and then select the Connection Settings
option from the popup menu.

Note: Linux users must right-click on the KDM icon in the task bar.

Explore Security Drive (E:)
Antivirus 4

Security Settings...

Language %
Check for client updates
Connection Settings

Quick Start Guide
Defender User Manual
About

Unmount Kanguru Defender 3000
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2. The ‘connection preferences’ window appears.

Kanguru Defender Manager

Set up your connection preferences.

Type: HTTP

—

(14 Cancel

3. Enter the proxy address and the port to connect to in the ‘Address’ field (e.g. 192.168.0.193:8080
or proxycomp:8080).

4. Select the proxy type from the drop down menu.
5. Enter your credentials in the ‘User name’ and ‘Password’ fields.
6. Click the OK button to save the proxy configuration.

If KDM is able to connect to the proxy server using those credentials then the authentication information
is saved in an encrypted proxy settings file on the host computer.

Note: Proxy information must be configured once for each computer the Defender flash drive is connected
to that connects to the internet through a proxy server.
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2.6 Online Documentation

You can download digital copies of the Kanguru Defender flash drive’s documentation from the internet.

£y
To download your Defender flash drive’s documentation, click on the KDM icon Q located in the

task bar:

Note: Linux users must right-click on the KDM icon in the task bar.

* Click on ‘Quick Start Guide’ to download a digital copy of the Defender flash drive’s Quick Start

Guide.

* Click on ‘Defender User Manual’ to download a digital copy of the Defender flash drive’s User

Manual

2.7 About KDM

£y
To see which version of KDM is currently installed on your device, click on the KDM icon Q located
in the task bar and then select ‘About’.

Note: Linux users must right-click on the KDM icon in the task bar.

Explore Security Drive (E:)
Antivirus 4

Security Settings...
Language 4
Check for client updates

Connection Settings

Quick Start Guide
Defender User Manual
About

Unmount Kanguru Defender 3000
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2.8 Unmounting Your Defender

When you unmount your Defender flash drive, the KDM application will close and the secure partition

containing your encrypted data will be inaccessible until you log into KDM again.

£y
To unmount your Defender flash drive, right-click on the KDM icon Q located in the task bar and
then select ‘Unmount Kanguru Defender’.

Note: Linux users must right-click on the KDM icon in the task bar.

Explore Security Drive (E:)
Antivirus »

Security Settings...
Language 4
Check for client updates

Connection Settings

Quick Start Guide
Defender User Manual
About

Unmount Kanguru Defender 3000
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The KDM icon in the task bar will disappear and the Defender’s secure partition will no longer be

accessible.

Caution! Do not disconnect the Kanguru Defender flash drive without first properly unmounting your
device as detailed in this section and then safely removing the device from your computer as described
in chapter 4. Safely Removing Your Defender Flash Drive on page 44. Doing so may result in file

damage or data corruption.
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3. Updating Your Defender Flash Drive

Updates for your Defender flash drive’s client application may be released from time to time. To view
the version of the KDM client application currently running on your drive, see section 2.7 About KDM

on page 40.

Please check whether your Defender flash drive is being managed by Kanguru Remote Management
Console (KRMC), as the update process is different for enterprise edition and standard edition drives.

3.1 Updating standard edition drives

Standard edition Defender flash drives will automatically check the Kanguru Central Server (KCS) for
client updates. Once you have successfully logged into your Defender flash drive’s secure partition,
KDM will check KCS for any available client updates. If an update is available, you will receive a pop-
up notification with instructions for downloading the updater file. If you refuse the update, you will not
be prompted to update again until the next version updater is released.

Note: The drive will only check KCS for updates if it is connected to a computer with internet access.

AN
To manually check if there is a KDM update available for your device, click on the KDM icon Q
located in the task bar and then click on Check for Client Updates.

Explore Security Drive (E:)
Antivirus 4

Security Settings...
Language 4
Check for client updates

Connection Settings

Quick Start Guide
Defender User Manual
About

Unmount Kanguru Defender 3000
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If a newer client version is available for your device, follow the on-screen instructions to download and
apply the update.

Standard edition Defender flash drive users can also manually search and download available client
updaters from the Kanguru Support site. Defender flash drive client updaters can be found under the
‘USB Client Software Updates’ forum in the ‘Software Downloads and Updaters’ section (support.
kanguru.com).
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3.2 Updating KRMC enterprise edition drives

Enterprise edition Defender flash drives are managed by the Kanguru Remote Management Console
(KRMC). Updaters for enterprise edition Defender flash drives are available for download from the
Kanguru Support site. The KRMC system administrator is granted access to the enterprise edition
downloads when their KRMC order is processed. Enterprise edition updaters can be found under the
‘KRMC Enterprise’ forum in the ‘Software Downloads and Updaters’ section (support.kanguru.com).

Note: Only KRMC administrators are given access to download the enterprise edition updaters.

Once you have downloaded your enterprise edition updater, you can create an ‘Upgrade Client
Application’ action in KRMC to deploy the update to all of your managed drives remotely.

3.3 Verifying the download checksum

To verify the integrity of the KDM updater that you downloaded, please use the SHA256 Checksum
tool. The SHA256 Checksum tool will generate a 64-character checksum which can be verified against
the checksum list published by Kanguru Solutions. This ensures that the updater file was downloaded
correctly and wasn’t altered.

The SHA256 Checksum tool and a list of valid checksum values can be found on Kanguru’s Support
site: https://kanguru.zendesk.com/entries/21747773-sha256-checksum-utility

To view and verify your download’s checksum:

1. Download the SHA256 Checksum tool from the Kanguru Solutions’ support site.

2. Save the SHA256 Checksum tool to the same directory that KDM updater file is saved in.

3. Open a command prompt window by clicking on Start — All Programs — Accessories —
Command Prompt.

4. Within the command prompt window, navigate to the directory containing your KDM updater file
and the SHA256 Checksum tool.

5. Type “sha256.exe <filename.exe>", where <filename.exe> is the name of the updater file that you
are checking.

6. Press the Enter key. A 64-character string appears. This is the SHA256 checksum of the updater.

7. Verify that the checksum generated by the SHA256 Checksum tool matches the checksum published
by Kanguru Solutions for your updater version.

If the checksum generated by the SHA256 Checksum tool matches the checksum published, then your

updater downloaded correctly. If the checksum generated does not match the checksum published by
Kanguru Solutions, please delete the updater from your computer and download it again.
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4.

Safely Removing Your Defender Flash Drive

Before unplugging the Defender flash drive from the USB port, you should always make sure that you
have unmounted the secured partition (see section 2.8 Unmounting Your Defender on page 41). After
the Defender has been unmounted, you should use you operating system’s method for safely removing
a USB device.

4.1 Safely Removing from Windows

Caution! Be sure that the secure partition has been unmounted before attempting to remove the Defender
drive. See section 2.8 Unmounting Your Defender on page 41.

Please use the Windows ‘Safely Remove Hardware’ function before disconnecting your Defender drive.

To safely remove your Defender flash drive:
1. Click on the Safely Remove Hardware icon located in the task bar.

2. A popup menu appears listing all USB devices connected to your computer. Select the Defender
flash drive from the menu (it will appear with two drive letters).

A message will appear indicating that the portable storage device can be safely removed. You can now
disconnect your Defender flash drive.

If a message saying “The device cannot be stopped right now” appears, please make sure that any
windows or applications accessing the Defender flash drive are closed and then try again.
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4.2 Safely Removing from Mac OS X

Caution! Be sure that the secure partition has been unmounted before attempting to remove the Defender
drive. See section 2.8 Unmounting Your Defender on page 41.

To remove the Defender drive, click and drag the KDM icon from the desktop into the trash can icon.
When you start dragging the KDM icon, the trash can icon will turn into an eject icon.

Alternatively, you can right-click on the KDM icon from the menu bar and then select ‘Eject’ from the
pop-up menu, or you can eject it through the Finder window.

Once the KDM icon no longer appears on your desktop then it is safe to disconnect your Defender flash
drive.

4.3 Safely Removing from Linux

Caution! Be sure that the secure partition has been unmounted before attempting to remove the Defender
drive. See section 2.8 Unmounting Your Defender on page 41.

To remove the Defender drive, right-click the KDM icon on the desktop and then select Eject from the
popup menu. Once the KDM icon no longer appears on your desktop then it is safe to disconnect your
Defender flash drive.
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5. Technical Specifications

5.1 Defender 2000

General Specifications

Model

KDM?2000

Interface

USB 2.0 (USB 1.1 compatible)

Encryption Features

Hardware based 256-bit AES encryption

Security Certifications

FIPS 140-2 Certified Level 3
Common Criteria EAL 2+ Certified

OS Compatibility*

*please visit the Kanguru.com website for the
most current OS compatibility information

Windows Server 2003, Server 2008, Vista, 7, 8.1, 10

Max OS X 10.5 and above (Intel based only)

Red Hat Enterprise Linux 5, Ubuntu 9/10, OpenSUSE 11.1
Linux Kernel 2.6.02 - 2.6.34

32 and 64 bit compatible

Memory Type Solid State NAND Flash
Operating Temp 0°C-70°C

Humidity Range 20% - 90%

Shock Resistance 1000G Max

Vibration 15G Peak to Peak Max
TAA Compliant Yes

4GB - 16GB Defender 2000 Specifications

Weight 35¢g
Dimensions 72.6mm x 19.5mm x 9mm
Max Read: 5 VDC @ 122mA
Power .
Max Write: 5 VDC @ 182mA

32GB - 128GB Defender 2000 Specifications

Weight 51g

Dimensions 77.3mm x 26.6mm x 9mm

Power Max Rez.td: 5VDC @ 150mA
Max Write: 5 VDC @ 266mA
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5.2 Defender 3000

General Specifications

Model KDM3000

Interface USB 3.1 Gen 1 (USB 2.0 compatible)

Encryption Features Hardware based 256-bit AES encryption

Security Certifications FIPS 140-2 Certified, Level 3

0S Compatibility* Windows Server 2003, Server 2008, Vista, 7, 8.1, 10
Max OS X 10.5 and above (Intel based only)

*please visit the Kanguru.com website for the Linux Kernel 2.6.02 and above

most current OS compatibility information 32 and 64 bit ¢ ompatibl e

Memory Type Solid State NAND flash

Operating Temp 0°C-70°C

Humidity Range 20% - 90%

Shock Resistance 1000G Max

Vibration 15G Peak to Peak Max

Weight 38¢g

Dimensions 7.3x1.9x0.9 cm

TAA Compliant Yes
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5.3 Defender Elite30

General Specifications

Model KDFE30 series

Interface USB 3.1 Gen 1 (USB 2.0 compatible)

Encryption Features Hardware based 256-bit AES encryption (XTS mode)

Security Certifications N/A

OS Compatibility* Windows Server 2003, Server 2008, Vista, 7, 8.1, 10
- _ Max OS X 10.5 and above (Intel based only)

ot eurent 0S comptivity mformtion | 32 and 64 bit compatible

Memory Type Solid State NAND flash

Operating Temperature 0°C to 70°C

Storage Temperature -25C to 85°C

Humidity Range 20% - 90%

Shock Resistance 1000G Max

Vibration 15G Peak to Peak Max

Weight l4g

Dimensions 7.7x2x0.9cm

Max Read: 5 VDC @ 122mA
Max Write: 5 VDC @ 182mA

TAA Compliant Yes

Power
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5.4 Defender Elite200

General Specifications

Model KDFE200
Interface USB 2.0 (USB 1.1 compatible)
Encryption Features Hardware based 256-bit AES encryption

FIPS 140-2 Certified, Level 2

Common Criteria EAL 2+ Certified

Windows XP SP3*, Server 2003, Vista, 7, 8.1, 10
Max OS X 10.5 and above (Intel based only)

Red Hat Enterprise Linux 5
Ubuntu 9/10, 11

Security Certification

0S Compatibility*

*please visit the Kanguru.com website

fgrr‘o r:ﬁztionr‘llost current OS  compatibility OpenSUSEL1.1
Linux Kernel 2.6.02 - 2.6.34
32 and 64 bit compatible
Memory Type Solid State NAND flash
Operating Temp 0°C-70°C
Humidity Range 20% - 90%
Shock Resistance 1000G Max
Vibration 15G Peak to Peak Max
TAA Compliant Yes

* In line with Microsoft’s End-of-Support announcement for Windows XP. Kanguru Solutions is ending
support for the Windows XP platform. While our products have been quality tested internally on Windows
XP, we cannot guarantee normal product operation on an unsupported OS.

1GB - 16GB Defender Elite200 Specifications

Weight 12¢
Dimensions 64mm x 18.5mm x 9mm

Max Read: 5 VDC @ 105mA
Max Write: 5 VDC @ 100mA

Power

32GB - 128GB Defender Elite200 Specifications

Weight 22¢g
Dimensions 71mm x 27mm X 9mm

Max Read: 5 VDC @ 150mA
Max Write: 5 VDC @ 266mA

Power
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5.5 Defender Elite300

General Specifications

Model KDFE300 series

Interface USB 3.1 Gen 1 (USB 2.0 compatible)

Encryption Features Hardware based 256-bit AES encryption (XTS mode)

Security Certifications FIPS 140-2 Certified Level 2

0S Compatibility* Windows Server 2003, Server 2008, Vista, 7, 8.1, 10
Max OS X 10.5 and above (Intel based only)

*please visit the Kanguru.com website for the Linux Kernel 2.6.02 and above

most current OS compatibility information 32 and 64 bit compatible

Memory Type Solid State NAND flash

Operating Temperature 0°C to 70°C

Storage Temperature -25C to 85°C

Humidity Range 20% - 90%

Shock Resistance 1000G Max

Vibration 15G Peak to Peak Max

Dimensions 7.7x2x0.9cm

Power Max Regd: 5VDC @ 122mA
Max Write: 5 VDC @ 182mA
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6.

Warranty Information

All Defender flash drive products carry a 3-year warranty from the date of purchase. Kanguru Solutions
is not responsible for any damages incurred in the shipping process. Any claims for loss or damage
must be made to the carrier directly. Claims for shipping errors should be reported to Kanguru Solutions
within three (3) working days or receipt of merchandise.

Tech Support

If you experience any problems using your Kanguru Defender flash drive or have any technical questions

regarding any of our products, please call our technical support department. Our tech support is free and
available Monday thru Friday, 9am to Spm EST.

Call 1-508-376-4245 or
Visit our website at www.Kanguru.com
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Appendix A - Common Criteria Certified Versions

The Common Criteria for Information Technology Security Evaluation, referred to more commonly
as Common Criteria, is an international standard for computer security. Common Criteria provides
an international set of guidelines for evaluating data security products, ensuring that they meet strict,
security standards for government deployments.

e Defender 2000 with the following specifications has been certified by Common Criteria:
o Client software version : 1.2.1.8
o Firmware version : 02.03.10

e Defender Elite200 with the following specifications has been certified by Common Criteria:
o Client software version : 2.0.0.0
o Firmware version : 02.03.10

Important! Defenders running these specific client software and firmware versions have been certified
by Common Criteria. If you update the client software version to a newer version, your device will no
longer be Common Criteria certified.

The Defender’s firmware version is specific to the device’s hardware. The firmware version is not
accessible to the user. You are not able to view, update or modify the firmware version on your Defender
in any way.

Updates to the Kanguru Defender Manager client software are released by Kanguru Solutions regularly.
To prevent you from accidentally updating your device to a non-Common Criteria certified client version,
the client application’s auto-update feature has been disabled on Common Criteria certified Defenders.
For more information about updating your Defender’s client software version, please see Chapter 3.
Updating Your Defender Flash Drive on page 42.
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Appendix B - Proxy Support

If your computer uses a proxy server to access the internet, the correct proxy information will need to be
configured in KDM.

If the KDM client application cannot connect to the internet you will see the following error message:

Error

A Unable to connect to the server. Does this system require a connection through a proxy?

Yes No

Ifthe computer that the Defender flash drive is connected to uses a proxy server to access the internet, click
on the Yes button. KDM will try to read the proxy server information from the computer’s configuration.

+ If KDM is able to determine your proxy server’s address and no authentication is required then
KDM will read this information and connect to the internet as normal.

+ IfKDM is able to determine your proxy server’s address but the proxy requires authentication then
you will need to enter your credentials in the window that appears.

+ If KDM is unable to determine your proxy server’s address then you will need to enter the proxy
server address, proxy type and credentials:

Kanguru Defender Manager E

Unable to find proxy server. Please enter correct proxy
information to continue.

Address:

Type:
—

Enter the proxy address and the port to connect to in the address field (e.g. 192.168.0.193:8080 or
proxycomp:8080). Select your proxy type and then enter your credentials.

Note: Proxy information must be configured for each computer the Defender flash drive is connected to
that connects to the internet through a proxy server.
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